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Aberdeenshire Council

Code of Practice: Acceptable Use of ICT Facilities by Employees
Purpose
This document is intended to provide guidance in plain language on the standards that the Council expects employees to adopt in their use of ICT facilities.
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ICT FACILITIES ACCEPTABLE USE POLICY

The following is a copy of the ICT Facilities Acceptable Use Policy originally approved by the Policy and Resources Committee of Aberdeenshire Council on 16TH September, 2004.

START OF POLICY

Scope

This Policy applies to all use including in particular personal use of Aberdeenshire Council’s Information and Communication Technology (ICT) facilities.  
Policy Statement

1. The Council’s ICT facilities, for example word processing, Internet access and e-mail, are provided for Council purposes.

2. The Council wishes to promote responsible and productive use of its ICT facilities in the context of a society where electronic information is increasingly widespread and important.

3. The Council accepts that the boundaries between personal and business time often overlap in the modern world and therefore limited personal use of its ICT facilities is acceptable and can be accommodated within the overall capacity of the ICT infrastructure at no extra cost. 

4. The Council recognises that acceptable personal use of its ICT facilities can contribute to a healthy balance between the responsibilities associated with work, lifelong learning and personal life.

5. The Council expects that any personal use of its ICT facilities will be undertaken in a professional, honest, trustworthy and responsible way and not for any commercial purpose. Where actions or access could be deemed inappropriate for corporate or even personal usage, under certain circumstances it may be appropriate for curricular use when preparing materials associated with learning & teaching.  In these circumstances, staff should be prepared if requested to demonstrate the link to the curriculum.    

6. The Council requires that the integrity and security of Council information and the ICT assets infrastructure be protected.  The Information Security Policy and associated policies and Codes of Practice must be observed at all times.

7. The Council will provide and maintain appropriate Codes of Practice for ICT Facilities Acceptable Use by employees, elected members, school children etc. but these are not intended to and cannot cover all possible eventualities.

8. All use of Council ICT facilities must be within the law and not liable to cause offence to others or liability to the Council.  All personal use must not be excessive as defined in the relevant Code of Practice.  If there is any doubt as to whether a level or type of ICT use is acceptable this should be discussed and agreed with the appropriate line manager or other appropriate authority.

9. All use of Council ICT facilities can be monitored or investigated although at all times every reasonable effort will be made to respect individual privacy.

10. The Council sets out to trust users of its ICT facilities to behave in a responsible and reasonable way. It should be clearly understood, however, by all concerned that firm action can and will be taken to apply this Policy, including, where appropriate, disciplinary or legal measures.
 END OF POLICY
1.
INTRODUCTION

This is Aberdeenshire Council’s Code of Practice: Acceptable Use of ICT Facilities by Employees. The document supplements the ICT Facilities Acceptable Use Policy (referred to as the AUP within this document) approved by the Council (see page 2) and provides guidance, in plain language, on the standards that the Council expects employees to adopt in their use of ICT facilities.

1.1
Breach of Policy 

Any breach of the following policy/code of practice can lead to disciplinary action being taken against you.  The Authority will take appropriate action to investigate and process any suspected breaches of the ICT Acceptable Use Policy and or work-related misconduct as described in the Code of Practice: Monitoring and Investigation of ICT Facilities held in Arcadia.
1.2
Scope

This Code of Practice applies to all employees, contractors and any others working with or for the Council who have been authorised to use ICT facilities and who will be referred to as “users” within the document.  This document is written from the point of view that you are a potential user.


The term “ICT facilities” includes all hardware and software associated with the Council’s information technology and data communications infrastructure.


This Code of Practice makes particular reference to the use of personal computing facilities and related Internet and e-mail facilities.

1.3
Review

This Code of Practice will be reviewed on an annual basis and at appropriate intervals in between, as appropriate, to ensure that it remains an accurate and useful guide to the use of ICT facilities. The Information Security Management Group (ISMG) is responsible for the review and the approval of changes to this Code of Practice.  

All users will be notified of changes that are made to the Code of Practice through Arcadia. It is your responsibility to ensure that you remain familiar with the contents.

The most up-to-date copy of this document can be found in Arcadia (within Our Council, Information Governance, Information Security, Codes of Practice).

1.4
Legal Precedence

For the avoidance of doubt and in the event of an apparent contradiction occurring between legislation, policy or best practice guidelines, legislation will take priority.  This also applies to any future legislation that may be enacted.

1.5
Referenced Documents and Glossary

Unless otherwise stated, all documents can be found within Arcadia. 

1.6
Help with this Code of Practice

If you require help to apply this Code of Practice, first discuss the matter with your line manager.  If required, please then log a call with the ICT Service Desk on 01224 664000 or in relation to curricular usage consult SSDN Project Officer 01224 664630.
2.
ACCEPTABLE USE.

The provision by the Council of ICT facilities such as word processing, Internet and e-mail is specifically for its business including curricular purposes.

As indicated by the ICT AUP the Council recognises the importance of supporting a balance between work and personal life and so responsible personal use of ICT facilities is acceptable. Any such use must remain consistent with the Policy at all times.

For the avoidance of doubt you may not use ICT facilities in such a way as to interfere with the duties of your employment or to expose the Council to significant cost or risk of liability. In addition, personal use must be moderate in time.  It is accepted in particular that the boundaries between personal and the preparation of curricular materials and associated staff training may be difficult to differentiate.  If a user is in any doubt they should seek clarification from their line management.   

Personal use of corporate Council systems e.g. Council Tax, CareFirst, Management Information Systems etc. is strictly forbidden. It is a disciplinary offence for employees with access to such systems to abuse their access rights. The unlawful disclosure of personal information is a criminal offence under the Data Protection Act.

The Council acknowledges that representatives of recognised Trade Unions may make reasonable use of ICT facilities in carrying out their duties.

2.1
General Guidance

There are several key activities and types of information content that are completely unacceptable in the Council’s modern work environment. These include, but are not limited to: -

· Illegal activity;

· Actual (or attempted) downloading or viewing of pornography

· Engaging in racism, sectarianism, sexism (including related jokes);

· Breaches of dignity of the individual (including related jokes);

· Knowingly causing any other person to view unacceptable content (including inappropriate desktop wallpaper and/or screensavers);

· Using any form of  “anonymiser”, or another member of staff’s account, to disguise your identity;

· Operating a business for financial gain or similar commercial purpose, except in the case of “enterprise activities” associated with learning & teaching where an exception to the above is granted.   

· Computer hacking (unauthorised actual or attempted access to computer systems or data) 
· The use of Proxy sites to bypass Council filtering.

· Revealing personal information on other people without their consent.

The following key activities and types of information content are also totally unacceptable in the Council’s modern work environment, however access to the following examples may be appropriate and therefore acceptable for curricular purposes: -

· Party political activism, e.g. Modern Studies; 

· Any other purpose likely to be seen as socially unacceptable at work.  It may however in certain circumstances be appropriate to access certain sites that maybe seen as socially unacceptable at work where this is for curricular use when preparing materials associated with learning & teaching.  In these circumstances staff should be prepared, if requested to demonstrate the link to the curriculum.    
Naturally, some of the above is difficult to define with absolute precision and you should use your common sense. If you require further clarification, contact your line manager, ICT Service Desk or in relation to curricular usage consult SSDN Project Officer 01224 664630.

If you suspect any breach of the ICT AUP in your workplace you should report your concerns to your immediate or higher line manager, Internal Audit, Principal Information Security Officer or SSDN Project Officer. Full contact details are in Section 2 of the Code of Practice: Monitoring and Investigation of ICT Facilities.

2.2
Time Limits on Personal Use
The Council expects that any reasonable personal use of Council ICT Facilities will generally not be undertaken during work time and will therefore be restricted to lunch breaks, etc.  In regard to the McCrone agreement for teaching staff it is accepted that this statement in relation to lunch times etc does not apply and teaching staff should use their professional judgement as to appropriate access times.   

The Council believes that employees would welcome an indication of an acceptable time limit for acceptable personal use.  In the current environment a maximum of 20 minutes per day is allowed, which is generally not to be undertaken during work time, recognising that there may be occasions when there will be justifiable grounds to extend beyond that figure.  Equally there are likely to be many days for most employees when this allowance is not required in full or at all. It is also accepted that in relation to teaching and classroom based staff the boundaries between personal, personal development and curricular usage maybe blurred and therefore it may be difficult to quantify actual time of personal usage.  In these circumstances staff must always ensure that their use of Council’s ICT facilities is undertaken in a professional, honest and trustworthy manner
The Council reserves the right to monitor the use of its ICT facilities.  Where the time spent on personal use is suspected to consistently breach the Policy and this Code of Practice over a period of time, it is likely that appropriate steps will be taken, as defined in “Code of Practice: Monitoring & Investigation of ICT Facilities” to investigate and address the situation.

If you require help to apply this Code of Practice first discuss the matter with your line manager.  If required please then log a call with the ICT Service Desk on 01224 664000 or in relation to curricular usage consult SSDN Project Officer 01224 664630. 

2.3
The Use of Word Processing and Other Software

Any limited personal use of Council software, for example MS Office modules such as Word, should conform as appropriate to the following model: -

· In the non curricular networks current environment, the “H:\” drive is private to you, in curricular environment the “N:\” is private to you.

· As a general guide where access to the “C:\” is provided, you should not store more than about a dozen small personal files (Letters, pictures, etc.) on your work PC - the “C:\” drive. The “C:\” is not available in curricular environment. 

· If you store files on a networked drive, you should be aware that they will be backed up.

· Store all personal files and file sub-folders under a file folder called “Personal”.  Note that this does not prevent the Council from investigating the contents of such personal files, in exceptional circumstances, if gross misconduct or criminal activity is suspected (see also Section 3.5) Items that are particularly private to you should not be stored on a work PC, even when clearly marked “Personal”.

· If files are exchanged with a home computer system, using a Council-approved USB flash drive, that system must be protected by an up-to-date virus protection facility as this will protect both your home computer and the Council’s facilities.
Under no circumstances should software be installed on ICT facilities except in accordance with the Asset Management Policy.
2.4
The Use of E-Mail

You need to be aware that statements made and/or information passed electronically outside the Council can be considered to represent a statement by the Council. Legal action can be taken against you for statements made in Council e-mail by all involved parties. For this reason you should take great care if you use Council facilities for limited personal e-mails and where possible you should avoid using them at all. 

Where absolutely necessary to use the council’s e-mail for personal purposes it should be clearly marked, “[Personal]” on the Subject line and, if stored, kept in an e-mail folder called “Personal”.
You should restrict personal e-mails to a webmail facility such as Hotmail, Googlemail or Yahoo Mail. 
If using personal webmail facilities, these should not be left running/open in the background. Such facilities automatically poll for new messages. This can result in high internet usage logged against your name.

If you receive personal e-mails to your Council e-mail, please advise the sender to use your  personal webmail address instead.

To reduce the risk of personal data being disclosed outwith the Council, email must not be automatically forwarded from the Council email system to any non-Council email system e.g. Hotmail, Gmail, etc. 

The Council email system must not be used to subscribe to personal services such as Online Banking, Dating agencies, Social Networking sites, Shopping sites, etc.

GSx email addresses, i.e. email addresses of the format forename.surname@aberdeenshire.gsx.gov.uk, must not be used to subscribe to any internet-based sites and/or services. 

Please note that it is very easy to forge sender addresses in e-mail. Hence, if you receive an e-mail requesting confidential or sensitive material, check with the sender by phone first.

Think twice before you give out your aberdeenshire.gov.uk or aberdeenshire.sch.uk (or indeed any) e-mail address. Special regard should be given to entering it on a website or some form of “discussion list”. You should be mindful of the reputation of the organisation that you are dealing with, for instance, by deciding whether or not they have been established for some time, or you have simply come across the website.

Finally, you should be aware that in the event of unexpected absence or if no cover or forwarding arrangement has been made for periods of leave, your line manager or their delegate has the authority to request access to your work e-mail.

Refer to section 3.2 for details on e-mail processing to reduce viruses and unsolicited commercial e-mail.

2.5
The Use of the World Wide Web

There is no doubt that the use of “the Web” has transformed many aspects of modern life.  Users should be aware however that much of the information on the Web is not subject to the same controls as conventionally published material, i.e. it may be wholly wrong, inaccurate, out-of-date, incomplete, misleading, defamatory or indeed illegal.

Users should therefore take great care and exercise discretion when accessing the Web for any purpose.

Users should also understand how easy it is to consume time and ICT resources in “browsing” activities to the detriment of other priorities and responsibilities. However, in regard to curricular usage this usage could be beneficial rather than detrimental.  If in any doubt please consult your line manager or SSDN Project Officer.
The ICT Service may impose restrictions on the transfer of certain types of file from specific categories of websites.

Attempts to access specific categories of website, deemed to be inappropriate by Aberdeenshire Council, will be automatically blocked using web filtering software. 

Blocked categories: - 

· Pornography / Erotic / Sex; 

· Chat / Instant Messaging, except via Lotus Notes / GLOW
· Illegal Activities; 

· Gambling / Lottery; 

· Computer Crime / Warez / Hacking / Illegal Software; 

· Swimwear / Lingerie; 

· Anonymous Proxies;

· Website Translation;

· Mobile Telephony (ringtones, etc.); 

· Illegal Drugs; 

· Malware;
· Spam URLs 

· Phishing URLs
· Violence / Extreme;

· Political Extreme / Hate / Discrimination;
The following categories are also normally blocked however it is accepted that in certain circumstances access to these sites may be required when used in a curricular context.  If for curricular purposes you require access to these areas and you find them blocked you should contact your line manager or SSDN Project Officer. 

· Computer Games; 

· Auctions / Classified Ads
· Weapons / Military.

2.6
Blogging (Web Logging)

A blog is a website on which items are posted, on a regular basis, in reverse chronological order. A blogger is someone who authors, maintains or adds articles to an existing blog. 

When a blogger clearly identifies himself or herself as an Aberdeenshire Council employee, and/or discusses their work, such blogs should : -

· not contain views or opinions which could be damaging to Aberdeenshire Council or which could bring Aberdeenshire Council into disrepute.

· not contain anything contrary to the Aberdeenshire Council equal opportunities or diversity policy.

· not contain any personal or confidential information.

Staff are prohibited from using Aberdeenshire Council IT facilities to host a non-work-related blog unless for supporting the delivery of the curriculum.
2.7
The Use of Other Internet Services

A number of other Internet services are potentially accessible using Council ICT facilities and raise particular concerns in relation to information security or acceptable use. Before using any of these or other Internet services not covered elsewhere in this Code of Practice, you must have clear authorisation from your line manager or the SSDN Project Officer.
You should be aware that all instant messaging, including, but not limited to, MSN, AOL and Yahoo, is specifically forbidden.  The use of instant messaging within Glow, and the use of Lotus Notes Simple Instant Messaging, is specifically excluded from the preceding statement.
You should be aware that all peer-to-peer messaging, including Kazaa, Skype, Limewire and Napster is specifically forbidden.

Downloading large files such as MPEG or AVI video files or viewing “streaming” media, e.g. BBC iPlayer should not be undertaken unless for supporting the delivery of the curriculum or for other legitimate business purposes. Such activities can place significant strain on the Council network and limit its use by other people engaged in Council activity. 
The viewing of non work or curricular related webcams can also place a significant strain on the network and should be avoided.

2.8
Use of personal equipment
Personally-owned “electronic” devices e.g. PDAs, Smart Phones, Portable Games and Music players must not be connected to any Council computer. 
Personally-owned “storage” devices e.g. USB memory stick, USB flash drive must not be connected to any Council computer.
Where a requirement exists to transfer information, a Council-owned and approved USB Flash Drive, with encryption software installed, must be utilised.
2.9
Social Networking and the Use of Social Media

Any use of Social Networking sites including but not limited to Facebook, Bebo, MySpace, Twitter and LinkedIn, using Council ICT facilities, must be undertaken in compliance with Social Media Policy and Social Networking and Use of Social Media guidelines.
Staff must ensure that any personal use of Social Networking and Use of Social Media is not excessive (Refer to Section 2.2).

Social Media Policy:
http://arcadialite.aberdeenshire.gov.uk/?p=14028

Social Networking and Use of Social Media guidelines:
http://arcadia/Intranet/itradpub.nsf/0/2A6FCD7603FB4877802579AA00399014?OpenDocument&MainMenu=Our%20Council
For teachers and associated professionals, further information is contained within the Education Circular PP4/135 Social Networking Sites: Code of Practice
2.10
Downloading & Storage of Copyrighted material


Any downloading of copyrighted materials using Council ICT facilities, or storage of copyrighted materials on Council ICT facilities must not be undertaken unless the copyrighted material has been legitimately purchased by the Council.

Storage of any personal copyrighted material on ICT facilities is not permitted.

Copyright material includes but is not limited to music files (MP3 files, WAV files, etc.), video files including movies (MPG files, AVI files, VOB files, etc.)
Personally-owned devices containing copyrighted material must not be connected to any Council computer (Refer to Section 2.8).

2.11
Internet-based Storage Sites

Personal data and business sensitive information must not be uploaded to any internet-based file storage site e.g. Googledocs, etc. without first discussing, and obtaining agreement from, the Council’s Data Protection Officer.
Uploading even small amounts of personal data to internet-based file storage sites can contravene the Data Protection Act (1998), as many internet-based storage sites are located outwith the European Economic Area within countries that do not have Privacy or Data Protection law.
2.12
Other Guidance

When using Council ICT facilities for personal use: -

· You acknowledge that you are familiar with and will adhere to the Council’s Policies for Information Security, Asset Management and ICT Acceptable Use.

· You are granting the Council explicit consent to process your information, including processing web site requests, e-mail routing, and other similar requirements and as such will be subject to monitoring.

· You are responsible for the information stored or processed.

· You will provide correct and accurate information where required to do so.

· You should be aware that where your original personal data has been backed up using Council ICT facilities and this data subsequently deleted by you, an image of it might exist on backup media for a period of time.

· You understand that you have limited or no data protection rights if you choose to send personal e-mail, browse web sites or utilise other Internet services that process personal data outside of the European Economic Area. Within the European Economic Area, you have similar statutory Data Protection rights as you have within the UK.

None of the above affect your statutory rights, nor minimise the legal obligations of Aberdeenshire Council.

3.
MONITORING of Usage by Aberdeenshire Council
The accessing of personal or private data and documents stored on Council ICT facilities by representatives of the Council is bound by the ICT Facilities Acceptable Use Policy, this Acceptable Use Code of Practice, the Council’s Information Security Policy and ultimately by appropriate legislation.  As such it will always be carried out only if relevant and essential to the task.

You are advised that due to the relatively open nature of the Internet, absolute personal privacy is impossible to guarantee.

In light of the risks to information security, public reputation and overload of limited resources, Aberdeenshire Council routinely monitors web and e-mail usage to review conformance with its Policies and may investigate apparent personal use of any Council ICT facility, including Internet and e-mail, at any time.

3.1
What Web and E-Mail Monitoring Information Is Stored

The data that is routinely monitored is limited to: -

· Staff identities;

· Sender e-mail addresses;

· Recipient e-mail addresses;

· The contents of e-mail and attachments;

· Web sites visited;

· Relevant date and time.

You should be aware that when investigating an alleged incident of misconduct or criminal activity, investigating officers e.g. Service Managers, SSDN Project Officer and Quality Improvement Officers have the authority to seek out further information such as telephone logs, network logs, computer system logs, and other information pertinent to the investigation.

3.2
The Handling of Stored Web and E-Mail Monitoring Information

All data logs stored will be held for a maximum of 180 days unless required to be retained as part of an on-going investigation into a breach of policy. Where possible this data will be confined to the person, or persons, under investigation. Data stored as part of an investigation, will be retained only for as long as necessary.

Contents of e-mails are automatically checked for viruses. This is performed with no human interaction. Virus checking may result in a delay in e-mail being delivered on some e-mails with attachments. If you are expecting an e-mail with an attachment that has been inexplicably delayed, you may contact the ICT Service Desk to obtain an early release.

Contents of e-mails may also be subjected to content filtering to cut down the number of unsolicited e-mails (spam) received by the Council. There may be a rare occasion where an e-mail is identified as being unsolicited, but is in fact a legitimate e-mail. When this occurs, human intervention will occur. Incoming/Outgoing emails containing profanity will be automatically blocked and not delivered.

At no time are any of the contents of collated e-mails ever systematically read unless there is a reasonable suspicion of one or other parties being involved in illegal activity or gross misconduct. This will normally be done in conjunction with an approved law enforcement agency.   At no time is any of the monitoring information disclosed to a third party except as required under compulsion of law.

Action that can be taken to investigate and process a suspected breach of the ICT Acceptable Use Policy or work-related misconduct is described in the Code of Practice: Monitoring and Investigation of ICT Facilities held within Arcadia.
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